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ABSTRACT

This paper discusses the implementation of CAPTGHAmMobile device (client side) and app management
based on location, in android based mobile deviéssa solution to security on smart phones basedAodroid OS
platform, to stop automated data transfer betweabilsn device and web server, we implement genaratind
authentication of CAPTCHA (Completely Automated Rubluring Test to Tell Computers and Humans Apart)
the android mobile itself. This app also shows happlications installed on mobile devices can béesofor our use

based on location, by integrating the GPS (Glolsitidning System) in an application.
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INTRODUCTION

There are two issues in this paper. One is CAPTGi¢Aeration for security on mobile devices and ttrero

is location based app management. So, we are goidgscuss them separately.
Security on Mobile Devices

Security of information on mobile devices is of prajconcern in the present day situation. As such tigere
are no known methods to stop automated data trarfisfen mobile (client) to server. To address thisue we
implement CAPTCHA on mobile.

A CAPTCHA is a kind of Turing test [1] the test designed for humans; here computer will be the gudg

With this test computer can decide whether theetksitser is a human or a computer boot(simulated. use

Use of Internet is continuously increasing day hy,dhackers are exploiting internet resources fairtown
purposes. For this it is necessary to distinguiskween Valid Users and Invalid Computer bots. Usegin and

Password can allow only valid user and CAPTCHA baip computer to find whether user is a human or [
Location Based Application Management

In present days, more and more users of mobilesaieching from traditional basic handsets to smart
phones. Android smart phone users have increasednertially over the last few years. It has becangend as

well a necessity to have more and more applicationgase our daily work related to various fields.
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As the number of applications in mobile is incraegsdaily, it very important to have some criteriasort the
applications based on time and location. So thayoifi are in a particular location like office, wanchave only
Department of CS&E those applications that we nieedffice, sorted for our use. Android mobile deagchave built in
GPS receiver. It can be used to find the locatibncation based app management is one of the locéidsed

services. [4]
OVERVIEW OF CAPTCHA

A CAPTCHA is a program that can generate and grid#s that humans can pass but current computer
programs cannot. Actually they are colourful imagéth distorted text. For example, humans can rdmtiorted text

as the one shown below, but current computer pnagGan't;

Gmail

Your_Domain.com

Username

Password:

Type the characters you see in the piclure below,

0
lpAXClleg,
| & Letters are not case-sensitive

Unlock

Figure 1: How CAPTCHA Looks

They were found out in 2000 by Luis von Ahn, Manugum, Nicholas Hopper and John Langford of
Carnegie Mellon University. At the time, they deodd the first CAPTCHA to be used by Yahoo. Eveintédl, PayPal
and many other popular Web sites use them to pteagiomated registrations, and they work becauseongputer
program concurrently read distorted text as welhasans. The construction of a CAPTCHA based oexadomain
such as text understanding or generation is an rt@pobopen problem for the project. Modern Textdth€APTCHAS
are designed in such a way that they require thal&ineous use of three separate. Abilities, (Zariant recognition, (2)
segmentation, and (3) parsing to correctly compléte task with any consistency. Invariant recognitrefers to the
ability to recognize the large amount of variation the shapes of letters. There are nearly aniiafinumber of
versions for each character that a human brain stacessfully identify. The same is not true for anputer and
teaching it to recognize all those differing forfoas is an extremely challenging task. Segmentatiothe ability to
separate one letter from another is also madediffin CAPTCHAS, as characters are crowded togetlith no white
space in between. Lastly, context is also critialcomplete holistic view of the CAPTCHA must bé&ea to correctly
identify each character. For example, in one segroka CAPTCHA, a letter might look like “m” It isnly when the
whole word is taken into consideration that it bees clear that it is actually a “u” and an “n.” Bauf these problems
pose a significant challenge for a computer eversafation. The presence of all three at the same ts what makes
CAPTCHAs so difficult to solve.

APPLICATION OF CAPTCHA

Preventing Comment Spam in Blogs: Most bloggers are familiar with programs that subrhbgus

comments, usually for the purpose of raising seampine ranks of some website (e.g., "buy penngkstchere").
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This is called comment spam. By using a CAPTCHAydwumans can enter comments on a blog. There iserd to

make users sign up before they enter a comment,naniggitimate comments are ever lost!

Protecting Website Registration: Several companies (Yahoo!, Microsoft, etc.) offeeef email services.
Up until a few years ago, most of these servicdéfer®md from a specific type of attack: "bots" thabuld sign up
for thousands of email accounts every minute. Tdietisn to this problem was to use CAPTCHAs to eadihat only
humans obtain free accounts. In general, free s=\8hould be protected with a CAPTCHA in ordepptevent abuse

by automated programs.

Online Polls: In November 1999, http://www.slashdot.org releasad online poll asking which the best
graduate school in computer science was. As iscdse with most online polls, IP addresses of vater recorded in
order to prevent single users from voting more tlete. However, students at Carnegie Mellon foundag to
stuff the ballots using programs that voted for CMhbusands of times. CMU's score started growirgidha
The next day, students at MIT wrote their own paogrand the poll became a contest between votinds."bIT
finished with 21,156 votes, Carnegie Mellon with,@3? and every other school with less than 1,008n {Ge result of

any online poll be trusted? Not unless the poluessthat only humans can vote.

Preventing Dictionary Attacks: CAPTCHAs can also be used to prevent dictionargchtt in password
systems. The idea is simple: prevent a computan foeing able to iterate through the entire spaceasfswords by

requiring it to solve a CAPTCHA after a certain rhen of unsuccessful logins.

Search Engine Bots:It is sometimes desirable to keep web pages unetiéx prevent others from finding
them easily. There is an html tag to prevent searuyine bots from reading web pages. The tag, henvedoesn't
guarantee that bots won't read a web page; it salyes to say "no bots, please." Search engine fiote they
usually belong to large companies, respect web p#gg don't want to allow them in. However, in erdo truly

guarantee that bots won't enter a web site, CAPTEatA needed.

Worms and Spam: CAPTCHAs also offer a plausible solution againstagmvorms and spam: "I will only
accept an email if | know there is a human behine ¢ther computer.” A few companies are alreadyketing this
idea.[7]

OVERVIEW OF LOCATION BASED SERVICES

A Location Based Service (LBS) is a mobile appi@atthat is dependent on the location of a mobiwick,

like mobile phone. It is possible because of wBsleommunication and location positioning technieleg
LBS have two major actions, that is:
» Obtaining the location of user

« Utilizing this information to provide a service. é#ed components for LBS are mobile devices, apjiits,

communication
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Positioning

Services
-Navigation
| -Tracking
Mobile Communication % - Search
Network =

% j Data/ Content.

Mabile Device with
LBS Application

Figure 2: LBS Components and Services
Step 1: First, user sends a service request using thdcapiph running on mobile device.

Step 2: The service request, with user's current locatitformation obtained from the positioning component

(in this example, GPS data), is sent to serviceesera the mobile communication network.

Step 3, 4: The service server requests geographic databadeo#irer related database to get required
information.

Step 5, 6: At last, the requested information is sent backuser's mobile via mobile communication
network. [6]

Smartphone

{
| |
LBS Application | Server 1
‘ component  [[Z =1 1
\ J

LBS Middleware

A A A

Y Y

GIS Provider Location Collection

Location Tracking Service (LCS)

p

Core LBS
Features

Figure 3: LBS Components

LBS Application is user application. Here it is ospecific application that manages apps dependpanu
location of mobile device. Location tracking compaoh stores the location trace of individual uséBS Middleware
interfaces LBS application with all its featureslSG(Geographic Information System) Provider prosidmap
information, map visualization and directory seedc Google Maps with its APl can be considered & fovider.

Location Collection Service component performs tmeacollection to get a latitude and longitude gospecific user.

Android provides access to the above component@dititate the implementation of LBS services ttgbu

the help of following classes;

Impact Factor (JCC): 3.1323 Index Copernicus Value (ICV): 3.0



Location Based App Management with CAPTCHA Security 73

e Location Manager
* Location Provider
» Geocoding

» Google-Map

Location Manager manages all components of LBSesyst ocation Provider provides physical location.
Geocoding provides a way to convert geographicairdinates (longitude, latitude) into street address forward
geocoding provides a mean to get geographical ouaietl from street address. Google Map in Androidvides a
number of objects to handle maps in LBS system lkap View which displays the map. To handle thispMa
Activity class is there. Moreover, sufficient preins are there to zoom the map, localize the mapnbans of Map

Controller. Our application consumer service grotipBS applications. [6]
EXISTING SYSTEM

In the existing system CAPTCHA is generated oneeside and then displayed to the user (clienteriter
the text. The entered text is then sent from clientserver where it is authenticated. This addsrtmad for the

server to process the information and the usetdhasit until he is successfully authenticatedptoceed to next step.

Now a days as the popularity of the android smart phones iateeasing day-by-day there are millions of
applications available depending upon the useriregent, but still now no application is presentandroid, which
can sort the applications that are pre- installedthe mobile depending upon the particular locatis per the user

needs to ease his work of app searching among amFrs/
PROPOSED WORK

CAPTCHA is used to stop/control the automated datmsfer between client and server. Generated
CAPTCHA is on client side instead of server sidais treduces the overhead of the server by elinmgathe
authentication process performed by the server. fithe required for the authentication of the cliémtreduced by
generating CAPTCHA on client side thus the senam perform other useful task. By implementing CAIPIFC on

mobile we can always guarantee to the server figatdmmunicating process on the client side is muo@ntrolled.

As the number of applications in mobile is incraegsdaily, it is very important to have some craetd
sort the applications based on time and locatian.adidress this issue in this application we allbe tiser to create a
menu that contains list of applicatienthat he requires at a particular location, st¢ Ween he is in that location he
can use monitor option to see the apps that arertanmt for him in that location which he would hasgecified

earlier. To manage the menu list we provide deteau option.

IMPLEMENTATION AND METHODOLOGY
Algorithm: CAPTCHA Generation and Verification

Inputs: Text entered by user in text box.
Output: Entered text authentication result (Success olufdi

Step 1-Create a shader that draws a linear gradientgadime, using Linear Gradient class.
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Step 2 Create an object of Paint class and use itsSisatier() method with the object created in Step 1 as one
of its parameters. This paints the shader to aifsgtayout.
Step 3 Create a mutable bitmap and associate with a &achass object.

Step 4 Use the, draw Rect(“method of the Canvas object created in Step 3, mas$ it the paint object

created in Step 2 as one of its parameters. Thidagis a rectangle on the screen filled with paljéct.

Step 5 For a specified length of CAPTCHA text, randonggnerate either lower case alphabet or upper case
alphabet or digit and store them in a variablegyldiged Captha”.

Step 6 Create a new paint object to draw the text ispldiyed CAPTCHAon the screen and use its, set
Text Skew( )" and, set Color(“}to rotate and color the textin, displayed CAPTCH#stiable.

Step 7: Create a new Canvas object with paint objecieaibcreated in Step 6 as one its parameter and use

Canvas objets, draw Text( y*'method to draw the characters on the display screen

Pseudocode for Sorting Applications Based on Locatn

Create Menu
CreateMenu () {
If (GPS enabled and GPS location is fetched) feEthe menu name;
Select the apps for present location, from app list
Get location details like Longitude, Latitude anftitdde from GPS;

Store app list and location details in database;

}
else {
Display error to the user with suitable message;
}
}
Monitor Apps

MonitorApps () {
Fetch GPS location;
If (GPS location Fetched) {
Search database for app list with location desaifee as fetched GPS location;
If (app list for fetched GPS location present) {
Display apps in an

app list for the user;
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}else {

}
}
Display as ,apps not present for present locé&tion
}
Delete Menu
DeleteMenu () {
Display name of app listpresent in the database to the user;
When user selects a list name to delete { Deletafp list form the database.
}
}
APPLICATION'S WORKING

a

Valid User

%

St
information
; "
CAPTCHA
Authenticated %

Figure 4: Architecture Diagram

l -

e After launching the application user will get a ird/lenu.
* Once entering the valid username and passwordsereisiregistered.
* |If he is already an existing user he can direcligkaon Login button to go to CAPTCHA menu.

e After successful login, CAPTCHA is generated foe thalidation of the user, to check whether usea is

human or computer bot.
* Once the user enters the valid CAPTCHA he willmgatn menu page.
* Delete menu allows the user to delete the earlgtedemenu.
* In main Menu the user will get three choice Monitoreate and Delete.

e Create menu option allows the user to create nemurméth list of apps as per his requirement at gaaticular

location.
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* Monitor menu displays all the applications seledtedhat particular location.

RESULTS

Screen shots taken while running the applicationebiped.

Screen Shots of CAPTCHA Generation and Authenticatin

L] P

Register signin

Figure 5(a): Login Page
Screen Shots for Sorting of Apps Depending on Lodan

LY AP

n Menu Selector

Create Menu
Moniter Apps

Delete Menu

Figure 6(a): Main Menu

R ) .l

Bl Monitor

Captcha

hMat3

Validate

Figure 5(b): CAPTCHA

B doom

Create Menu

Menu Name Home

Longitude 75.90843570
Latitude 14.44519753

Apps key it Browse

Add

com.mxtech.videoplayer.ad
com.android.music
com.twitter.android
com.cooliris.media
com.android.camera

Save

Figure ®): Menu Created at Home

- B P aleom
Create Menu

com.mxtech.videoplayer.ad
com.android. music
com.twitter.android
com.cooliris. media
com.android.camera

Figure 7(a): Monitor Restl
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Menu Name office

Longitude 75.90854631

Latitude 14.44575455
Apps key in

Browse

Add
com.android . browser
com.google.android.gm
com.android.email

com.google.android.apps.docs
com.color.note

Save

Figure 7(b): Menu Createdat Home at Office
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sc; B 7] affco~m 10:09 PM = B adovm

- Monitor . Delete Menus

Home

com.android.browser Office

com.google.android.gm
com.android.email
com.google.android.apps.docs
com.color.note

Figure 8(a): Monitor Result igure 8(b): Delete Menuat Office

CONCLUSIONS

CAPTCHA can enhance the security in mobile devidesan protect mobile devices from hacking by iidva
users or by bots. But many of the mobile applicatservices (e.g. like retrieving GPS location oknigphone call
details, contact and email information, sending sages etc.) do not even need any user credemtiadsifomated data
transfer, if once installed.

The present CAPTCHA module developed is not agtustibpping automated data transfer, it is helping t
application developed to know whether the user isnkh or Bot. To avoid automated data transfer, CARA

module must be implemented and called at Kernelllev

Location based app management made possible bygratiteg GPS with the application can help the ueer

safeguard his profession or privacy related appsenafficiently by common user.
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